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Vulnerability Assessment Vulnerability Assessment -- DefinedDefined

Systematic evaluationSystematic evaluation

Can include both quantitative and qualitative Can include both quantitative and qualitative 
techniquestechniques

Predicts physical security system component Predicts physical security system component 
performance and overall system effectivenessperformance and overall system effectiveness

Identifies exploitable weaknesses in asset Identifies exploitable weaknesses in asset 
protection for a defined threat  protection for a defined threat  

Can be used to support management Can be used to support management 
decisions regarding physical security system decisions regarding physical security system 
upgradesupgrades

Source:  Garcia – Vulnerability Assessment - 2006
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Variety of Vulnerability Assessment Variety of Vulnerability Assessment 
Models Currently in UseModels Currently in Use……

Number and TypesNumber and Types
Department of Homeland Department of Homeland 
Security Security 
Dept. of Energy/ Dept. of Dept. of Energy/ Dept. of 
DefenseDefense
Private Sector (Various Private Sector (Various 
Organizations) Organizations) 

Example AlgorithmsExample Algorithms

Department of Homeland Security: Department of Homeland Security: 
R=I x R=I x p[Tp[T] x ] x p[Vp[V]]

R=Consequences [C] x R=Consequences [C] x LikelihodLikelihod [L] or C x L[L] or C x L
[L] [L] LikelikhoodLikelikhood=Probability =Probability p[Tp[T] Threat ] Threat xp[Vxp[V] Vulnerability] Vulnerability

I = ImpactI = Impact

Sandia National Labs (Vulnerability Assessment Model) Sandia National Labs (Vulnerability Assessment Model) 
Risk is a function of S, LA, and LAS.Risk is a function of S, LA, and LAS.

S= severity of consequences of an event.S= severity of consequences of an event.
LA= likelihood of adversary attack.LA= likelihood of adversary attack.

LS= likelihood of adversary attack and severity ofLS= likelihood of adversary attack and severity of
consequences of an event.consequences of an event.

LAS= likelihood of adversary success in causing aLAS= likelihood of adversary success in causing a
catastrophic event.catastrophic event.
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DHS 10 Risk Methodology DHS 10 Risk Methodology 
Evaluation CriteriaEvaluation Criteria

1)  Clearly identify the infrastructure 1)  Clearly identify the infrastructure 
sector being assessed.sector being assessed.

2)  Specify the type of security 2)  Specify the type of security 
discipline addressed, e.g. physical, discipline addressed, e.g. physical, 
informationinformation

3)  Collect specific data pertaining to 3)  Collect specific data pertaining to 
each asseteach asset

4)  Identify critical/key assets to be 4)  Identify critical/key assets to be 
protectedprotected

5)  Determine the Mission impact of the 5)  Determine the Mission impact of the 
Loss or Damage of the Asset.Loss or Damage of the Asset.

Source:  DHS / ODP Vulnerability Assessment Methodology Report Source:  DHS / ODP Vulnerability Assessment Methodology Report –– July 2003July 2003

6) Conduct a Threat Analysis and 6) Conduct a Threat Analysis and 
Perform Assessment for Specific Perform Assessment for Specific 
AssetsAssets

7) Perform a Vulnerability Assessment 7) Perform a Vulnerability Assessment 
for specific threatsfor specific threats

8) Conduct Analytical Risk Assessment 8) Conduct Analytical Risk Assessment 
and determine priorities for each and determine priorities for each 
assetasset

9) Low Cost to train and conduct9) Low Cost to train and conduct
10) Recommendations for 10) Recommendations for 

CountermeasuresCountermeasures

DHS 10 Risk Methodology DHS 10 Risk Methodology 
Evaluation CriteriaEvaluation Criteria

Source:  DHS / ODP Vulnerability Assessment Methodology Report Source:  DHS / ODP Vulnerability Assessment Methodology Report –– July 2003July 2003
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Example Vulnerability Example Vulnerability 
Assessment ModelsAssessment Models

Community Risk and Vulnerability Community Risk and Vulnerability 
Assessment Tool (DHS)Assessment Tool (DHS)
Department of Energy (Sandia Department of Energy (Sandia 
National Laboratories)National Laboratories)
Department of Defense (U.S. Navy)Department of Defense (U.S. Navy)
Private Sector Private Sector (Various (Various 
Organizations)Organizations)

Community Risk and Vulnerability Community Risk and Vulnerability 
Assessment Tool (CAssessment Tool (C--RVAT)RVAT)

• The C-RVAT is a leave-behind software product that 
enables communities to conduct their own vulnerability 
and risk assessments.  The product will have the following 
capabilities: 

• Integrates robust analytics into the assessment process;

• Addresses key elements of HSPD-7 and HSPD-8;

• Supports risk management as well risk-informed resourcing  
and planning at all levels of government (local, state, regional, 
and federal);

• Develops a framework that can be extended to support a 
nationwide deployment which normalizes risk across the various 
community profiles
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CRVATCRVAT

RYAN INSERT CRVAT slides RYAN INSERT CRVAT slides 
here.here.

Sandia National Laboratories Sandia National Laboratories 
Vulnerability Assessment Model (VAM)Vulnerability Assessment Model (VAM)

The VAM has 12 basic steps:
1. Screening for the need for a vulnerability assessment.
2. Defining the project.
3. Characterizing the facility.
4. Deriving severity levels.
5. Assessing threats.
6. Prioritizing threats.
7. Preparing for the site analysis.
8. Surveying the site.
9. Analyzing the system’s effectiveness.
10. Analyzing risks.
11. Making recommendations for risk reduction.
12. Preparing the final report.
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Navy Risk Assessment ModelNavy Risk Assessment Model

Private Sector ApproachPrivate Sector Approach

QualitativeQualitative
VS.VS.

QuantitativeQuantitative
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Conclusions / QuestionsConclusions / Questions

Variety of Vulnerability Assessment Variety of Vulnerability Assessment 
ModelsModels

Many have specific target facilities, Many have specific target facilities, 
such as chemical plants or schools.such as chemical plants or schools.

Users must select the model that Users must select the model that 
best suits their security needs. best suits their security needs. 
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